


CRYEYE is a trailblazing cloud-based solution that redefines cybersecurity through continuous deep audits and 
robust security monitoring. This all-in-one SaaS cybersecurity platform seamlessly integrates an array of tools, 
offering an encompassing suite of services. Embrace automated vulnerability detection spanning servers, 
websites, mobile applications, source code, and cloud solutions. The platform's automated security auditing 
boasts a diverse range of integrations, encompassing both commercial and open-source tools for thorough 
scans of internal and external assets. 

CRYEYE - Fortifying Your Digital Horizon

https://cryeye.net/

https://cryeye.net/


WORKSPACES - Your Agile Hub for Success!

Dive into our Cloud Platform, enabling users to effectively manage individual projects with customizable goals, 
conduct thorough security audits, capture valuable insights with notes, and create comprehensive checklists 
for streamlined productivity and growth.

Link to Documentation

https://docs.cryeye.net/en/Workspaces
https://private.cryeye.net/w/workspaces


WORKSPACES
Immerse yourself in a world of possibilities! Our Cloud Platform introduces an array of asset types within every 
Workspace. Explore URLs, IPs, Android and Apple Applications, Git Repositories, Dockerfiles, Docker Images, 
AWS CloudFormation, Azure Resource Manager, Emails, Phone Numbers, Keywords, Kubernetes, Terraform, 
Technology, and more – all at your disposal for comprehensive project management and innovation.

Link to Documentation

https://docs.cryeye.net/en/Workspaces
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/assets/


WORKSPACES
Each Workspace is a canvas waiting for your touch – personalize it with a name, description, and image that 
resonate with your project's essence. Moreover, our Workspace system thrives on collaboration, uniting 
developers, security specialists, QA experts, management, and more. Seamlessly integrate users, team 
members, clients, and customers, fostering a shared environment that fuels innovation and success.

Link to Documentation

https://docs.cryeye.net/en/Workspaces
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/team


Assets categories

Web, Infrastructure, Mobile, 
Source Code Analysis, Binary 
Analysis, Recon, Network 
Forensics, Names, Titles or 
Identifications  and other.

You can add a many different asset types to your Workspace for scanning by the audit system to find 
vulnerabilities, misconfigurations, information leaks, etc.

Assets Management

Link to Documentation

https://docs.cryeye.net/en/Assets
https://private.cryeye.net/w/workspaces/019010ea-f9c8-7915-9bb9-45538b6947bf/assets/


WORKSPACES Navigate to the “Assets” Tab. Here, you have the power to add your 
objectives effortlessly. For instance, by selecting the 'URL' objective 
type, you can input individual objectives, a list of multiple assets, or 
even upload a file with items.

This stage offers a dual purpose – you can either seamlessly add 
objectives that will appear in the “Assets” tab, ready for further 
actions, or take it a step further by directly creating projects. Send 
objectives for Breach Detection, Darknet Monitoring, Whitebox 
Analysis, Uptime Monitoring, and beyond – all within your grasp.

Link to Documentation

https://docs.cryeye.net/en/Workspaces
https://private.cryeye.net/w/workspaces/019010ea-f9c8-7915-9bb9-45538b6947bf/assets/


NOC is a tool designed to empower you with real-time 
insights into your asset availability. This powerful 
feature allows you to effortlessly track the uptime of 
your assets. By adding supported assets to your 
Workspace and connecting them to Uptime Monitoring, 
you gain a comprehensive view of their accessibility 
status. 

We regularly assess the condition of your assets, akin 
to checking their 'heartbeat.' The 'pulse' varies 
depending on the selected monitor type. Whether it's 
HTTP(s), Ping (ICMP), Socket, or Push monitors, you 
have the flexibility to tailor your monitoring strategy. 
With shared and individual settings, including 
customizable status codes for HTTP(s) monitors, you 
can fine-tune each asset monitor. Control request 
methods, intervals, request bodies, and more.

NOC - Uptime Monitoring

Link to Documentation

https://docs.cryeye.net/en/noc-uptime-monitoring
https://private.cryeye.net/w/workspaces/018de9b6-99d2-307f-e293-c4f622c59044/services/uptime/watch


Delve into the world of statistics powered by 'heartbeat checks,' granting you the ability to monitor asset 
availability trends. Discover key insights, such as the average availability of a resource over 24 hours or 30 
days, along with the average response time if applicable. Visualize your asset's availability statistics through 
intuitive diagrams. Access diagrams covering periods like the last hour, 3 hours, 24 hours, and 1 week.

NOC - Uptime Monitoring

Link to Documentation

https://docs.cryeye.net/en/noc-uptime-monitoring


When assets experience downtime or restoration, we capture these moments as pivotal 'Border Events.' This 
ensures that you are never in the dark about asset status changes while you're immersed in other tasks. 
Through 'NOC: UPTIME MONITORING,' you gain the ability to observe your assets in real-time. With default 
sorting in the table, assets encountering downtime are automatically prioritized, moving to the top of the list. 
Conversely, when asset monitoring is disabled, it is listed at the bottom. Additionally, you can monitor key 
monitor metrics. Embrace ultimate control with the capability to enable/disable monitors, manage 
associations, and even clear the history of pulse checks and border events for specific assets.

NOC - Uptime Monitoring

Link to Documentation

https://docs.cryeye.net/en/noc-uptime-monitoring
https://private.cryeye.net/w/workspaces/018de9b6-99d2-307f-e293-c4f622c59044/services/uptime/watch


Introducing a seamless reporting feature where users can effortlessly export customized reports for any 
chosen asset from the list. Reports are generated in CSV format, ensuring compatibility and ease of use. With 
the export configuration window, tailor your report by selecting the fields that matter most to you. A simple 
click on the 'Export' button below initiates the process. 

NOC - Uptime Monitoring

Link to Documentation

https://docs.cryeye.net/en/noc-uptime-monitoring
https://private.cryeye.net/w/workspaces/018de9b6-99d2-307f-e293-c4f622c59044/services/uptime/watch


Singular Audits introduce a dedicated domain within which each target undergoes analysis within its individual 
project space. 
Here, every project boasts its own set of customizable Settings, an intuitive Notes system, a comprehensive 
Reporting infrastructure, and statistics. The power of singular focus, backed by robust features, takes your 
analysis experience to a new level.

Singular Audits

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Singular
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/auditslegacy/


Singular Audits bring you the power to personalize 
headers and conduct scans with authentication, 
effortlessly transferring cookies or Auth tokens. 

Moreover, Cryeye scans offer an adaptable audit 
scheduling mechanism, ensuring audits are 
launched according to your preferences.

Singular Audits

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Singular
https://private.cryeye.net/project/1445/settings-extra


Refining Security Audits with CryAI Wizard
A paramount task in every security assessments is the accurate identification of utilized technologies to run 
relevant audits. The CryAI Wizard system evaluates website technologies and services, cross-referencing them 
with its database. It then proposes audits that align with the identified criteria and technologies. Beyond the 
automated detections, you can manually add technologies. This empowers you to launch a comprehensive 
array of suggested audits categorized by technology or select specific ones.

Singular Audits - Wizard

Link to Documentation

https://docs.cryeye.net/en/Support
https://private.cryeye.net/project/1445/audits


Within the Singular Audits system, you'll find a user-friendly audit management panel that goes beyond 
tracking the progress and performance metrics of each audit. It equips you with the ability to pause, resume, 
or halt scans, as well as initiate new scans. Furthermore, it facilitates the creation of reports and enables the 
upload of reports from external scanners.

Singular Audits - Streamlined Audit Management

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Singular
https://private.cryeye.net/project/1445/audits


Facts, derived from scan findings, exhibit varying attributes such 
as severity, CVSS3 score, and CWE number. Within the Singular 
Audits system, these facts are accompanied by comprehensive 
descriptions and remediation solutions. Audit results can be 
directly accessed, and users can assign statuses like Positive / 
False Positive / Accept Risk / Retest / Fixed. Moreover, the system 
enables users to integrate Notes, mark items as 'Interesting,' or 
create Support tickets. With an array of intuitive filters and 
search functionalities, it offers a complete analytical toolkit.

Singular Audits - Facts & Solutions

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Singular
https://private.cryeye.net/project/1445/audits


The Singular Audits system goes a step further by providing a unified display of outcomes across all conducted 
audits. Audits are thoughtfully categorized for seamless navigation.

By simply toggling a button, you can swiftly mark any result of interest as 'Interesting,' functioning much like 
bookmarks.

Singular Audits - Effortless Access to Audit Findings

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Singular
https://private.cryeye.net/project/1445/audits


Introducing our cutting-edge Multi-Target Audits system, where efficiency meets versatility. 
With this innovative feature, users gain the power to manage multiple projects simultaneously, each capable 
of scanning a diverse range of targets. Whether it's URLs, IPs, mobile application files, source code links, or 
other available targets, our platform allows seamless integration. Tailor your audits for different targets 
effortlessly, as our system intelligently selects the most suitable audits based on your chosen purpose.

Multi Target Audits - Empower Your Scans, Multiply Your Efficiency

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Explore the intuitive Workflow management within Multi-Target Audits, 
where the orchestration of multiple stages becomes effortless. In its 
simplest form, Workflow encompasses initiation, scanning stages for 
individual targets, data preservation, and more. It culminates in 
completion, including notifications if needed. In a more advanced 
configuration, the Workflow evolves to feature dynamic components like 
agent-based single-target scans, extraction of potential new targets, scans 
on previously identified targets, and conditional initiation of additional 
stages.

Multi Target Audits – Streamlined Workflow Management

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Embark on the Multi Target Audits journey, where the comprehensive management system boasts easily 
customizable schedulers. Experience the 'Repeatable Simple' mode, enabling automated task execution at 
your preferred intervals – be it hourly, daily, weekly, or monthly. Dive into the 'Repeatable Advanced' mode, 
where you can craft flexible scanning configurations using diverse Trigger Configs. The user-friendly interface, 
complete with intuitive tooltips, empowers you to navigate with confidence. 

Multi Target Audits – Seamless Scheduling Mastery

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Explore the 'Facts' section within our Multi-Target Audits system, where the power of scanning various targets 
converges seamlessly. This unified space allows you to sort presented results by severity, creation date, CWE, 
and audit name. With a wealth of highly customizable filters at your disposal, you can effortlessly navigate 
through extensive data. Simply click the 'Show Modal' button to delve directly into the audit results. And that's 
not all – with just one click, you can quickly transfer the audit results to our Notes system.

Multi Target Audits – Facts – Unified Insights for Diverse Targets

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Uncover the capabilities of the Multi Target Audits system, designed to effortlessly manage and review 
generated results. This includes outcomes from continuous monitoring, allowing you to allocate various 
statuses to individual facts, all elegantly displayed within the 'State' category. From 'New' and 'Unread' to 
'Issue,' 'Not Issue,' 'Resolved,' 'Ignored,' and 'False Positive,' our platform equips you with a spectrum of 
choices. With a single click, easily transition to the precise target result, facilitating prompt verification and 
assessment. Experience the realm of streamlined result control and actionable decision-making.

Multi Target Audits – Navigate, Evaluate, Empower

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Explore an additional advantage of the Multi Target 
Audits system – the ability to launch various audit 
types on groups of selected targets within a single 
unified space. Moreover, with just a single click, 
users can effortlessly restart the same set of audits. 
You can then delve into scan histories, identify 
changes, and evaluate developments. 

For instance, Workflows history allows 
you to check for the emergence of new 
vulnerabilities and assess whether 
previous issues have been successfully 
addressed.

Multi Target Audits – Audit Variety, Unified Control

Link to Documentation

https://docs.cryeye.net/en/Audits_System_Multi


Link to Documentation

To ensure nothing of significance goes unnoticed, adhering to a pentest plan is crucial. That's why we've 
integrated Checklists functionality into our CRM system. This feature offers an array of pre-set checklist 
templates and the flexibility to create custom templates. Each step can be conveniently marked off, 
accompanied by any relevant information as evidence, enabling thorough test coverage.

Vulnerability management CRM - Checklists

https://docs.cryeye.net/en/Cryeye_report_manager
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/audits/projects/0188be9d-b25b-c48d-21ef-7e3066a4903b/notes/checklist/7


Link to Documentation

For your convenience, we've integrated a selection of predefined checklist templates, including Web 
Application Penetration Testing, Recon Phase, User Management, Other Checks, and Mobile Application 
Security. These templates are also fully editable to align with your business requirements. Screenshots 
showcase sample subcategories within the checklists, ensuring you have the flexibility to tailor assessments 
as needed.

Vulnerability management CRM - Checklists

https://docs.cryeye.net/en/Cryeye_report_manager
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/audits/projects/0188be9d-b25b-c48d-21ef-7e3066a4903b/notes/checklist/7


Link to Documentation

In our unwavering commitment to innovation, Cryeye is excited to introduce 'Registry Records' – a 
sophisticated CRM system designed with precision to elevate your cybersecurity journey. Registry Records 
brings dedicated categories like 'Vulnerabilities,' 'Risks,' 'Incidents,' and 'Checklists' right to your fingertips. 
This rich feature set seamlessly integrates across our all-inclusive platform, making your cybersecurity 
management effortless and efficient.

Enhanced Cybersecurity Management with Cryeye's Registry

https://docs.cryeye.net/en/Cryeye_report_manager
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/registry/records/


Link to Documentation

Elevate your workflow with the flexibility to add Registry Records both manually and effortlessly, in just a 
single click from the outcomes of your audits. Enjoy user-friendly categorization, dynamic status updates, 
and the power of collaborative teamwork. Keep a vigilant eye on all changes made by team members, 
complete with comment capabilities. Welcome to a new era of streamlined, efficient cybersecurity 
management with Cryeye's Registry Records.

Enhanced Cybersecurity Management with Cryeye's Registry

https://docs.cryeye.net/en/Cryeye_report_manager
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/registry/records/018e1451-9c1b-5210-e321-17e6a58ae823/


Link to Documentation

Exploits Search is uncovering vulnerabilities and exploits across a diverse range of services and technologies. 
It forms the foundation for specialized algorithms that carefully analyze exploit headers. It also discovers 
exploits with undefined version ranges, as well as those falling outside the technology or service version 
range. The results are presented through straightforward histograms that display exploit counts for exact 
versions, variations beyond the software version, and even instances without version details, along with 
Nmap scripts and Metasploit modules.

The histograms and charts provide an easy-to-grasp visual representation, categorizing exploits by CVSS score 
or risk level. 

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor
https://private.cryeye.net/w/workspaces/018a89ba-9104-7057-752d-90c429860152/services/audit-based/exploit-monitoring/projects/list


CVE statistics by severity

Exploits statistics by version

CVE dashboard

Link to Documentation

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor
https://private.cryeye.net/w/workspaces/018a89ba-9104-7057-752d-90c429860152/services/audit-based/exploit-monitoring/projects/list


Vulners is a comprehensive vulnerability database and search engine that aggregates information from various 
sources to provide security professionals, researchers, and organizations with easy access to information 
about security vulnerabilities, patches, and exploits.

Link to Documentation

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor
https://private.cryeye.net/w/workspaces/018a89ba-9104-7057-752d-90c429860152/services/audit-based/exploit-monitoring/projects/list


Chinese National Vulnerability Database (CNNVD) Similar to other vulnerability databases like the Common 
Vulnerabilities and Exposures (CVE) system, CNNVD collects, tracks, and provides information about known 
vulnerabilities in software, hardware, and other information technology products. It's primarily focused on 
vulnerabilities that have an impact on Chinese systems and networks.

Link to Documentation

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor
https://private.cryeye.net/w/workspaces/018a89ba-9104-7057-752d-90c429860152/services/audit-based/exploit-monitoring/projects/list


Empower your defenses with Exploit Monitoring. By tracking technology vulnerabilities in real-time, our 
platform keeps you steps ahead of potential exploits. Through NewsAPI service integration and GitHub 
repository searches, users gain insights into vulnerabilities, CVEs, exploits, and POCs, enabling proactive 
security measures.

Link to Documentation

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor


By monitoring CVE-related activity on GitHub, our platform empowers proactive identification of 
vulnerabilities, patches, and discussions. This essential tool ensures that users are well-prepared to address 
emerging security challenges with informed decisions.

Link to Documentation

Exploit Monitoring

https://docs.cryeye.net/en/Exploit_Monitor
https://private.cryeye.net/w/workspaces/018a89ba-9104-7057-752d-90c429860152/services/audit-based/exploit-monitoring/projects/list


The Darknet Monitoring tool helps collect and 
respond to data from various news text feeds.

If your data is seen on the Darknet, you will be 
the first to know about it.  It helps you to predict 
future leaks or used technology vulnerabilities 
and protect your organisation in advance.

Link to Documentation

Feed monitoring
Allows you to view the feed with posts from subscribed 
channels. And then go to the remote post via the link.

Darknet feeds monitoring refers to the 
practice of monitoring and analysing information, 
discussions, and activities that take place on the darknet, 
which is a part of the internet that is intentionally hidden 
and not indexed by traditional 
search engines. The darknet includes many anonymizing 
platforms that allow users to access websites and services 
while maintaining a higher level of privacy and anonymity.

Darknet Monitoring

https://docs.cryeye.net/en/darknet-monitoring
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/darknet-monitoring/dashboard


Link to Documentation

Subscriptions
Subscribe to notifications about blogs, sites and marketplaces on the Darknet that interest you.
Darknet feeds sources are platforms, websites, forums, marketplaces, and other online spaces within the 
darknet where information, discussions, and activities take place. These sources serve as channels through 
which users on the darknet communicate, share information, trade goods, and engage in various activities. 
Darknet feeds sources can include both legitimate and illicit content, making them important areas of interest 
for cybersecurity professionals, law enforcement, threat intelligence analysts, and researchers.

Darknet Monitoring

https://docs.cryeye.net/en/darknet-monitoring
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/darknet-monitoring/dashboard


Triggers
If you want to track the appearance of some special publications. You can create triggers. It can be a 
simple keyword like  name of Organisation or a complex regular expression.

Monitoring organization feeds is a proactive approach that helps organizations and security professionals 
understand the activities and intentions of specific threat actors or groups. This information is crucial for 
making informed decisions, preparing defences, and responding effectively to potential threats.

Link to Documentation

Darknet Monitoring

https://docs.cryeye.net/en/darknet-monitoring
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/darknet-monitoring/dashboard


Reactions
Reactions are feed posts that match a trigger.

Reactions sources play a significant role in threat intelligence 
and cybersecurity. Security professionals and analysts monitor 
these sources to:

Learn about emerging threats, attack techniques, and 
vulnerabilities exploited by cybercriminals.
Understand the activities and intentions of threat actor groups 
and cybercriminal organizations.
Stay updated on trends in cybercrime, hacking, and illicit 
activities.
Identify instances where sensitive data, credentials, or other 
information is being traded or sold.
Develop strategies and countermeasures to defend against 
evolving threats.

Link to Documentation

Darknet Monitoring

https://docs.cryeye.net/en/darknet-monitoring
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/darknet-monitoring/reactions/list


Automatic Active Directory security audits and Attack monitoring 
will help you to verify the security of environment and identify 
potential vulnerabilities in your infrastructure.

We created this tool for easy analysing Microsoft's directory services 
for operating systems of the Windows Server family.

Link to Documentation

General information of the project shown on the General information chart

- ACLight
- ADHuntTool
- ADReaper
- ADRecon
- Certify
- FindUncommonShares
- GetDomainController
- Get-RBCD-Threaded
- noPac
- PingCastle
- PowerUpSQL
- PowerView
- PrintNightmareScanner
- SharpSpray
- Snaffler
- SpoolerScanner

Integrated tools to the AD 
audits system: 

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe


Enumeration of the password setting policy 
within the AD

Enumeration of users with privileges 
and admins

Link to Documentation

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe/users


List of users whose password will never expire 
(when creating a user in AD you should set the 
password expiry date, this screen shows that there 
are users whose password will never expire, which 
indicates that the user was created incorrectly, not 
for security reasons).

Enumeration of domain SPNs.

Link to Documentation

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe/users


Enumeration of users with the same password

Domain Controller policies

Link to Documentation

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe/users


Enumeration of accounts with MSSQL Service SPN

OSINT when using gMSA policy

Received admin password with configured LAPs

Link to Documentation

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe/users


Example of simply PDF report. The report provides a streamlined overview of the Active Directory 
configuration, user accounts, group memberships, and potential security vulnerabilities.

Link to Documentation

Active Directory Services

https://docs.cryeye.net/en/ActiveDirectory
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/active-directory/projects/018e14b5-b38c-c867-f526-b8f154c95769/result/018fedff-0432-abc1-4854-abca57fb4bfe/users


Compliance and Governance Technology 
stands as your organization's internal 
control and risk management system, 
ensuring alignment with legal, ethical, 
and corporate standards. Our integrated 
Compliance solution within Cryeye 
enables you to track progress towards 
meeting the criteria necessary for 
various compliance requirements. Once 
achieved, you can invite external 
auditors to evaluate your adherence 
based on provided evidence, 
safeguarding against financial penalties 
and reputational setbacks.

Link to Documentation

Compliance

https://docs.cryeye.net/en/compliance-service
https://compliance-private.cryeye.net/


Choose the certification framework that suits your needs. Our platform offers a range of pre-installed 
frameworks encompassing diverse standards like ISO 27001, HIPAA, SOC2, and more. Furthermore, should 
your requirements demand, our dedicated development team can seamlessly integrate other frameworks to 
ensure a tailored compliance solution.

Link to Documentation

Compliance

https://docs.cryeye.net/en/compliance-service
https://compliance-private.cryeye.net/


Control Dashboard

Allows you to conveniently 
track, control and edit your 
assets

Link to Documentation

Compliance

https://docs.cryeye.net/en/compliance-service
https://compliance-private.cryeye.net/


Track Progress of Controls

Efficiently monitor and manage 
the implementation and 
effectiveness of controls with 
our Compliance service.

Link to Documentation

Compliance

https://docs.cryeye.net/en/compliance-service
https://compliance-private.cryeye.net/


Integrated commercial Whitebox 
tools

You can easily upload a zip archive of your source code or GitHub 
repository to Cryeye's platform. Once uploaded, Cryeye conducts 
a comprehensive scan of the codebase for potential vulnerabilities 
and security issues. The scan results are presented in a user-
friendly interface, allowing you to sort the findings by severity, 
score, CWE (Common Weakness Enumeration), and apply various 
filtering options to streamline the analysis process.

Whitebox / Source code review

Link to Documentation

https://docs.cryeye.net/en/Whitebox
https://private.cryeye.net/w/workspaces/0189b753-3019-9210-4706-7c10dc41f1d2/services/whitebox/project/663/scan/669/data


Audits example

Python, GO, PHP sources

Whitebox enables thorough code analysis, aiding security audits, performance optimization, and vulnerability 
identification in the whitebox service environment.

Whitebox / Source code review

Link to Documentation

https://docs.cryeye.net/en/Whitebox
https://private.cryeye.net/w/workspace/0189b753-3019-9210-4706-7c10dc41f1d2/services/whitebox/projects


Vulnerability analysis provides comprehensive details, including vulnerability description, its precise location, 
and the specific line of vulnerable code. This level of transparency enables thorough understanding and 
effective mitigation of vulnerabilities within the system.

Whitebox / Source code review

Link to Documentation

https://docs.cryeye.net/en/Whitebox
https://private.cryeye.net/w/workspaces/0189b753-3019-9210-4706-7c10dc41f1d2/services/whitebox/project/663/scan/669/data


Detailed whitebox reports, now effortlessly exportable to 
PDF format. This functionality allows for thorough 
documentation of findings, making analysis and sharing 
of whitebox assessment results efficient and accessible.

Whitebox / Source code review

Link to Documentation

https://docs.cryeye.net/en/Whitebox
https://private.cryeye.net/w/workspace/0189b753-3019-9210-4706-7c10dc41f1d2/services/whitebox/projects


List of the MPT tools

A full cloud solution for manual 
checks on vulnerabilities. 
It allows users to use a full cycle 
of a vulnerability assessment or 
penetration testing.

Manual Penetration testing Tools

Link to Documentation

https://docs.cryeye.net/en/MPT
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/manual-pentesting-tools/


Nmap, a widely used network scanning tool, is accessible 
through a web-based interface within CryEye Cloud

Manual Penetration testing Tools

Link to Documentation

https://docs.cryeye.net/en/MPT
https://private.cryeye.net/w/workspace/01862c70-ebf4-26f3-44b6-08ea2db1608e/services/manual-pentesting-tools/


IronWASP, a web security testing tool, is seamlessly accessible 
via a web-based interface within CryEye Cloud

Manual Penetration testing Tools

Link to Documentation

https://docs.cryeye.net/en/MPT
https://private.cryeye.net/w/workspace/01862c70-ebf4-26f3-44b6-08ea2db1608e/services/manual-pentesting-tools/


Potential vulnerabilities found by mobile scan

Mobile App Security Scan is a robust and reliable solution 
designed to safeguard Android and iOS apps from potential 
threats. It conducts a thorough analysis of the app's 
underlying code structure, meticulously identifying and 
addressing potential security vulnerabilities before they 
can be exploited, thus preventing potential harm and data 
breaches. The service uses a combination of commercial 
and open-source tools to achieve the best result and 
detect the greatest number of potential vulnerabilities.

Convenient panel with results statistics

Link to Documentation

Mobile App Security Scanning

https://docs.cryeye.net/en/Mobile_security_scanning
https://private.cryeye.net/project/1126/audits


To get started, just select an asset IPA/APK file and run automatic scanning. 
Cryeye will automatically select a list of necessary tools for testing your application 

Link to Documentation

Mobile App Security Scanning

https://docs.cryeye.net/en/Mobile_security_scanning
https://private.cryeye.net/project/1126/audits


Vulnerability identification in Android applications helps developers ensure a resilient app environment, 
protect user data, and position themselves for long-term success in the app landscape. The service allows you 
to find not only potential vulnerabilities, but also leaks of keys and other user data.

Link to Documentation

Android App Security Scanning

https://docs.cryeye.net/en/Mobile_security_scanning
https://private.cryeye.net/project/1126/audits


By investing in the identification of vulnerabilities in iOS applications, developers establish a secure app 
environment, safeguard user information, and position themselves for sustained success in the iOS app 
ecosystem. Secure applications instill confidence in users, leading to higher adoption rates and positive 
reviews, contributing to the app's success. Motan IPA and Checkmarks are among the many tools integrated 
into Cryeye for identifying potential vulnerabilities in your IOS application.

Link to Documentation

iPhone App Security Scanning

https://docs.cryeye.net/en/Mobile_security_scanning
https://private.cryeye.net/project/1125/audits


Breach Detection is a powerful tool designed to keep your digital information safe. This service is built to track 
potential data leaks of emails, domains, cloud storage, URLs, company names, etc. Breach service not only 
prevents data breaches but also helps you comply with privacy regulations and manage your reputation.

Link to Documentation

Breach Detection

https://docs.cryeye.net/en/Breach_Detection
https://private.cryeye.net/breach-detection/


The Breach Detection system encompasses a rich array of integrated open-source and commercial tools, 
working in tandem to provide an exhaustive monitoring mechanism for detecting potential leaks across your 
assets.

Link to Documentation

Breach Detection

https://docs.cryeye.net/en/Breach_Detection
https://private.cryeye.net/w/workspace/0189b7c7-0bd6-01e2-8e84-23d979c786e5/services/audit-based/breach-detection/projects/list


Wide range of tools that help keep URLs, domains, and subdomains secure. With these tools, you can better 
protect your online assets from potential threats and risks.

Link to Documentation

Breach Detection

https://docs.cryeye.net/en/Breach_Detection
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/audits/projects/0188ae52-1ed2-7235-5e05-0d16ead44b42/workflows/0188ae52-576d-41c8-340e-055147b244db/storage


The Breach Detection service also includes the identification of password leaks, using various audits including 
Have I Been Pwned and Leakcheck, allowing not only see passwords and emails, but also the date of the leak 
and its source

Link to Documentation

Breach Detection

https://docs.cryeye.net/en/Breach_Detection
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/audits/projects/0188ae52-1ed2-7235-5e05-0d16ead44b42/workflows/0188ae52-576d-41c8-340e-055147b244db/storage


You can track leaks at specific intervals that you establish using the scheduler. 
Additionally, you'll receive email notifications whenever a leak or hack is detected.

Link to Documentation

Breach Detection

https://docs.cryeye.net/en/Breach_Detection
https://private.cryeye.net/w/workspaces/01887c5b-31d7-20d8-9ffe-7f4b057e6f54/services/audits/projects/0188ae52-1ed2-7235-5e05-0d16ead44b42/workflows/0188ae52-576d-41c8-340e-055147b244db/storage


Convenient report generator generates customizable reports from the facts, results, and resources extracted 
during a vulnerability assessment. It includes a QR code, allowing you to easily access the HTML-based results 
right in your browser - ensuring that you don't miss anything in your report. Generate your custom report, and 
you are good to go.

Link to Documentation

Report System

https://docs.cryeye.net/en/Report
https://private.cryeye.net/project/1445/reports


The report generator empowers you to craft comprehensive reports by 
seamlessly incorporating all vulnerability information or selectively opting 
for specific elements. For instance, you can focus solely on critical findings 
of high severity. This flexibility ensures that your final report is both 
tailored and visually appealing.

Link to Documentation

Report generating

https://docs.cryeye.net/en/Report
https://private.cryeye.net/project/1445/reports


The reports encompass a wealth of detailed vulnerability insights, encompassing their exact location, 
comprehensive descriptions, and effective remediation methods. Moreover, the reports feature a recon section 
that outlines the technologies employed, ports utilized, and the target's IP address. This meticulous combination 
ensures that the reports offer a holistic view, empowering you with actionable intelligence to enhance security 
measures.

Link to Documentation

Report generating

https://docs.cryeye.net/en/Report
https://private.cryeye.net/project/1445/reports


The support system enables you to swiftly access assistance from our 
developers by creating a request through our support service. You 
can generate a request related to any feature of Cryeye and receive 
prompt support across all functionalities. Within the ticket page, you 
can view existing tickets, open them to track their status, or even 
modify the tickets to suit your needs. 

Link to Documentation

Support system

https://docs.cryeye.net/en/Support
https://private.cryeye.net/support/tickets


An example of a ticket creation 
panel with the ability to sort by the 
importance of the request

Link to Documentation

Support system

https://docs.cryeye.net/en/Support
https://private.cryeye.net/support/tickets


With SocialMediaMentionsFounder and Brand Parser, you gain the power to instantly track real-time mentions 
across major social media platforms, including Facebook, Instagram, and Twitter, where millions of users 
engage daily. Furthermore, you'll have the ability to access the latest updates from news websites, track 
discussions on Reddit, and even explore multimedia content on platforms like Dailymotion and Vimeo.

Social media mentions



To start you just need to select the 
"Keyword" asset and run the audit 
SocialMediaMentionsFounder and 
Brand Parser. Convenient filters are 
available, content can be divided into:

• Resource where mention was found
• Post release date
• Post content
• Sentiment score (positive, negative, 

neutral)
• Link to post

Social media mentions



Google Searcher - audit for search mentions by keywords using the functionality of Google Dorks with 
convenient filters and ability to split into:

• Title (title of the article or found resource)
• Link to source
• Snippet - a short preview of the content

Mentions with Google Dorks



Network Scanning Solutions
Our Cryeye Cybersecurity platform 
includes a flexible Network Scanner that 
lets you run all audits concurrently or 
perform selected checks. 

Our tools cover all you need to identify 
vulnerabilities, detect illegal access, or 
evaluate security systems. 

Combining Nmap portscan, Smb 
Detection, Ladon Go Recon, and more 
offers a robust network security solution. 
Make sure your infrastructure is safe 
using all-in-one or precisely targeted 
scans.



SOC service/Phising
Using the CryEye 
functionality, you can actively 
track phishing incidents in 
real-time based on keywords, 
domains, and URLs. This will 
greatly simplify and enhance 
the effectiveness of your SOC 
team, allowing you to quickly 
detect suspicious activities.



Forensic agent
Forensic agent is part of CryEye tools, its aim is to 
assist Forensic Investigators and Incidence 
responders in carrying out a quick live forensic 
investigation. It achieves this by gathering different 
system information for further review for anomalous 
behaviour or unexpected data entry, it also looks out 
for unusual files or activities and points it out to the 
investigator.



Forensic agent

To get started, you simply 
need to download the agent 
onto your device and run it to 
collect information about the 
machine.



Forensic agent

Automatic audit of incidents, collection of logs, actions 
and information about target machine.



Example of Infrastructure scanning result:

Example of Infrastructure scanning result:

Infrastructure code security scanning, is the process of evaluating 
the security of the code used to define and configure an 
organization's infrastructure.
Infrastructure code security scanning helps organizations identify 
and address security vulnerabilities and misconfigurations early in 
the development and deployment process. By ensuring the security 
of infrastructure code, organizations can reduce the risk of security 
breaches, ensure compliance, and improve the overall security 
posture of their infrastructure.

Infrastructure security scanning

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Example of Docker files Infrastructure scan result:

Infrastructure code security scanning of Docker files refers to the process of evaluating the security of 
Dockerfiles, which are used to build Docker images.

By conducting infrastructure code security scanning of Docker files, organizations can identify potential 
security risks and vulnerabilities in the containerization process. This allows them to address these issues 
early on, ensuring that Docker images are built securely and minimizing the risk of container-based attacks or 
compromises.

Infrastructure security scanning for Docker files and images

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Terraform Infrastructure security

Example of  Terraform Infrastructure scan result:

Infrastructure code security scanning of Terraform code refers to the process of evaluating the security of 
Terraform configuration files.

Infrastructure code security scanning of Terraform code helps organizations identify and address security issues 
in their infrastructure deployments. By conducting these scans, organizations can reduce the risk of 
misconfigurations, vulnerabilities, or non-compliance, ultimately strengthening the security of their 
infrastructure provisioned with Terraform.

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Example of AWS Cloud Formation Infrastructure scan result:

Infrastructure code security scanning of AWS CloudFormation code 
refers to the process of evaluating the security of AWS CloudFormation 
templates.

Infrastructure code security scanning of AWS CloudFormation code helps 
organizations identify and address security issues in their AWS 
infrastructure deployments. By conducting these scans, organizations 
can ensure that their CloudFormation templates are configured securely, 
reduce the risk of misconfigurations or vulnerabilities, and align with 
best security practices.

AWS CloudFormation Infrastructure security

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Example of Ansible Infrastructure scan result:

Infrastructure code security scanning of Ansible code refers to the process of evaluating the security of Ansible 
playbooks and configuration files.
By conducting infrastructure code security scanning of Ansible code, organizations can identify and address 
security issues in their infrastructure automation processes. This helps ensure that Ansible playbooks and 
configuration files are built securely, minimizing the risk of misconfigurations, vulnerabilities, or non-
compliance.

Ansible Infrastructure security

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Example of Helm Infrastructure scan result:

Infrastructure code security scanning of Helm code refers to the process of evaluating the security of Helm 
charts. Helm charts are packages that contain the necessary files and configurations to deploy and configure 
applications on Kubernetes.
Infrastructure code security scanning of Helm code helps organizations identify and address security issues in 
their Kubernetes deployments. By conducting these scans, organizations can ensure that their Helm charts are 
configured securely, reduce the risk of misconfigurations or vulnerabilities, and align with best security 
practices.

Helm Infrastructure security

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Example of ARM Infrastructure scan result:

Azure Resource Manager is the deployment and management service for Azure. It 
provides a management layer that enables you to create, update, and delete 
resources in your Azure account.
Infrastructure code security scanning of Azure Resource Manager code helps 
organizations identify and address security issues in their Azure deployments. By 
conducting these scans, organizations can ensure that their ARM templates are 
configured securely, reduce the risk of misconfigurations or vulnerabilities, and 
align with best security practices.

Azure Resource Manager Infrastructure security

Link to Documentation

https://docs.cryeye.net/en/Infrastructure_scanning


Password Manager
A password manager is a tool designed to securely store and manage your sensitive data, such as passwords, 
API keys, and certificates on a platform. The main idea is to offer a safe way to keep all your important 
information in one place, so you can easily access it whenever you need. Additionally, a password manager 
allows you to share secrets, like passwords or secure notes, with other users directly through the platform. 
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